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Introduction
The UVIX software enables the monitoring and configuration of all Camozzi IIOT devices that support
connectivity with it.
Its primary goal is tomeet user-specific needs through a simple and quick configuration process.
This software is not just a basic parameter-setting tool; it has the ability to monitor various variables
and identify any errors, ensuring constant and precise system control, as shown in Figure 1.1.

Figure 1.1: Main Screen

Oneof itsmain features is itsweb-basedarchitecture,whichallowsaccess throughasimplewebbrowser.
You can install it on a single PC, gateway, or server and access it from anywireless-enabled device.
Additionally, through the integratedMQTT protocol in UVIX, it is possible to send data to an external ap-
plication.
This way, the user can customize themanagement of data transmitted by various devices.
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Network Topology
Devices can connect to UVIX via USB orwireless connection, depending on the device, some connection
modesmay not be available.
This chapterwill analyze various network topologieswith particular attention to their configuration to
ensure proper functioning.

2.1 USB Connection

The simplest topology is the USB connection, in thismode, it is sufficient to connect the device to the PC
where UVIX is installed using a USB cable (Figure 2.1).

Figure 2.1: Example of USB Connection

Once the connection is established, launch the ”Camozzi USB Gateway” software (Chapter 5), and the
device will become available on theWebApp (Chapter 6).

2.2 Wireless Connection

A topology that reduces the number of cables is one that utilizes a wireless connection.
In thismode, an access point is required to generate thewireless network towhich various deviceswill
connect (the network name and passwordmust not contain spaces).
In the devices, you will need to set the IP address to which data should be sent, the SSID, and the pass-
word of the network (formore information on how to perform this operation, refer to the deviceman-
ual).
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Chapter 2 Network Topology

Finally, thePConwhichUVIX is installedmust alsobe connected to theaccesspoint using the samewire-
less network or an Ethernet cable.

Figure 2.2: Example of Wireless Connection

All devices must have an IP address within the network, and theymust follow the following rules.
UVIX PC: Must be set to static.
Access Point: Must have a different IP address than the UVIX PC.
UVIX Device: This is not the device’s address but the address towhich data should be sent. It must
be identical to that of the UVIX PC.

The IP addresses of the devices are dynamic and should be assigned by a DHCP server.
The user needs to ensure that a DHCP server is installed and enabled on the access point or UVIX PC.

2.3 Connection via Corporate Network

A possible extension of the two types seen is to make UVIX visible to an external network, such as a
corporate network, through a second network port on the UVIX PC.
In the example shown in Figure 2.3, the wireless connection topology is depicted, but the concept is
analogous for the USB connection.
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Chapter 2 Network Topology

Figure 2.3: Example of Connection to an External Network

In this topology, one network port of the UVIX PC is used to create the Camozzi device network, while
a second network port is used to make the software accessible from any device within the corporate
network.
Devices within the corporate network do not need to have UVIX installed.
They can simply access the WebApp (Chapter 6) from a web browser by entering the IP address of the
UVIX PC on their own network.

2.4 Distributed UVIX

An advanced use of UVIX software, made possible by its structure (Chapter 3), is the distributed topol-
ogy.
In this topology, it is possible to divide the various components of UVIX across different PCs.
Anexample couldbehavinga singleUVIX andwanting to connect devices viaUSB cablesbut not directly
reachable.
By leveraging this topology, you can set upmultiple PCswith only the ”Camozzi USB Gateway” (Chapter
5) installed, connect them to the samewireless network as the PCwith UVIX installed, and connect the
desired devices to various PCs via USB cable.
By configuring the ”Camozzi USB Gateway” properly, you can make the various devices, connected to
different PCs, communicate with a single UVIX.
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Software structure
In this chapter, we will delve into the structure of UVIX (Figure 3.1), analyzing the various components
and how they are interconnected.
Understanding theseelements is crucial for commissioningadvanced topologies (Chapter2)or formod-
ifying communication ports if one or more of the predefined ones are already occupied.

3.1 UVIX Structure

Figure 3.1: UVIX Structure

The UVIX software consists of:
USB Gateway: Manages messages between devices connected via USB and the FEP. This compo-
nent must be startedmanually and is not used for connections other than USB.
FEP:Managesmessagesbetweendevicesand theWebService. In the caseofUSBcommunication,
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Chapter 3 Software structure

data comes from the USB Gateway, otherwise directly from the device.
WebApp: Theweb interface visible to the user, responsible for displays data providedby theWeb
Service in a simple and intuitivemanner.
Database: Contains the latest data received from devices.
Web Service: Manages the Database and data exchangewith FEP andWeb App.
Fast Mode: Manages ”fast” data, which requires a higher transmission frequency.
MQTT for external application: An external component to UVIX, the Web Service implements the
MQTTprotocol toallowdata tobe sent toanexternal application. Formore information, seeChap-
ter 7.

3.2 Communication Parameters

Communication between the various components occurs through the establishment of a TCP socket.
Towork correctly, the IP address and communication port must be set.
The IP address of the component is the same as that of the PC onwhich it is installed.
If all components are installed on the same PC, theywill have the same IP address.
Depending on the type of installation (Chapter 4), it is possible tomanually specify the ports to use.
Otherwise, the various componentswill use thedefault ports,which canalsobemodified later through
the configuration files.
Table 3.1 lists all the ports used, alongwith the components andwhether they aremodifiable.

Table 3.1: Communication Ports

Components Communication Port Modifiable

Wireless Device - FEP 1555 No
USB Gateway - FEP 1555 No
USB Gateway - Camozzi Ethernet Device 55555 No
USB Gateway - Fast Mode 1883 Yes
Fast Mode - Web App 8083 Yes
FEP - Web App 12345 Yes
FEP - Web Service 5000 Yes
Web App - Web Service 5000 Yes
Web App - User 8080 Yes
Web Service - MQTT for external application 1883 Yes

During installation, rules for all used ports are automatically added to theWindows firewall.
Thesameoperation (user responsibility)mustbeperformed ifa third-partyantivirusor firewall ispresent.

3.3 Advanced UVIX Structure

Figure 3.2 shows the advanced structure of UVIX, including all communication ports.
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Chapter 3 Software structure

Figure 3.2: Advanced UVIX Structure

3.4 Modification USB Gateway - Fast Mode Communication Parameters

Tomodify this communication, follow these instructions:
1. Start USB Gateway (for more information, see Chapter 5).
2. Open the Tools -> Settingmenu.
3. Modify the ”Fast Mode Address” field with the desired IP address, setting the first number to 127,

will set the local address.
4. Modify the ”Fast Mode Port” with the desired port.
5. Open the”mosquitto.conf” filewitha texteditor in theFastMode installationdirectory, bydefault:

C:\ProgramFiles(x86)\CAMOZZI\UVIX\Mosquitto.
6. Modify line891by replacingport1883with thedesiredone; the IPaddressautomaticallymatches

the PCwhere Fast Mode is installed.
7. Save and close the file.
8. Restart the service ”Mosquitto Broker” or the PC.
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Chapter 3 Software structure

Figure 3.3: Changing the USB Gateway - Fast Mode Port

3.5 Modification Communication Parameters for Fast Mode -Web App

Tomodify this communication, follow the instructions below:
1. Open the ”mosquitto.conf” file in a text editor located in the Fast Mode installation directory, by

default
C:\ProgramFiles(x86)\CAMOZZI\UVIX\Mosquitto.

2. Modify line 894 by replacing port 8083 with the desired port. The IP address will automatically
be the one of the PCwhere Fast Mode is installed.

3. Save and close the file.
4. Open the ”config.js” file in a text editor located in theWeb App installation directory, by default

C:\ProgramFiles(x86)\CAMOZZI\UVIX\WebApp\js.
5. Modify line 98 by replacing port 8083with the desired port. The IP address will automatically be

that of the PCwhere theWeb App is installed.
6. Save and close the file.
7. Restart the service ”Mosquitto Broker” or the PC.
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Chapter 3 Software structure

Figure 3.4: Changing the Port for Fast Mode - Web App

3.6 Modification Communication Parameters for FEP -Web App

Tomodify this communication, follow the instructions below:
1. Open the ”camozzi.config” file in a text editor located in the FEP installation directory, by default

C:\ProgramFiles(x86)\CAMOZZI\UVIX\FEP.
2. Modify line 13 by replacing port 12345 with the desired port. The IP address will automatically

be that of the PCwhere FEP is installed.
3. Save and close the file.
4. Open the ”config.js” file in a text editor located in theWeb App installation directory, by default

C:\ProgramFiles(x86)\CAMOZZI\UVIX\WebApp\js.
5. Modify line 82 by replacing port 12345 with the desired port. The IP address will automatically

be that of the PCwhere theWeb App is installed.
6. Save and close the file.
7. Restart the service ”CamozziFEP” or the PC.

Figure 3.5: Changing the Port for FEP - Web App

3.7 Modification Communication Parameters for FEP -Web Service and
Web App -Web Service

Tomodify this communication, follow the instructions below:
1. Open the ”camozzi.config” file in a text editor located in the FEP installation directory, by default

C:\ProgramFiles(x86)\CAMOZZI\UVIX\FEP.
2. Modify lines 3 to 9 by replacing port 5000with the desired port.
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3. Modify lines 3 to 9 by replacing the IP address 127.0.0.1 with the desired IP address.
4. Save and close the file.
5. Copy the ”config.xml” file to the Web Service installation directory inside the ”Config” folder lo-

cated in the same directory, by default
C:\ProgramFiles(x86)\CAMOZZI\UVIX\WebService.

6. Open the copied ”config.xml” file in a text editor.
7. Modify line 5 by replacing port 5000with the desired port.
8. Modify line 5 by replacing the IP address 127.0.0.1 with the desired IP address.
9. Save and close the file.

10. Open the ”config.js” file in a text editor located in theWeb App installation directory, by default
C:\ProgramFiles(x86)\CAMOZZI\UVIX\WebApp\js.

11. Modify line1by replacingwindow.location.hostnamewith thedesired IP address enclosed indou-
ble quotes, for example, ”192.168.153.23”.

12. Modify line 7 by replacing port 5000with the desired port.
13. Modify line 75 by replacing port 5000with the desired port.
14. Save and close the file.
15. Restart the service ”CamozziFEP” and ”CamozziWebService”, or restart the PC.
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Figure 3.6: Changing the Port for FEP - Web Service andWeb App - Web Service

3.8 Modification Communication Parameters forWeb App - User

Tomodify this communication, follow the instructions below:
1. Launch the IIS (Internet Information Services) with administrator privileges.
2. In the ”Connections” window, open the ”Sites” folder and select ”WebApp Remote Control”.
3. In the ”Actions” window, click on ”Bindings...”.
4. Select the row indicating the currently used port, by default 8080, and click ”Edit...”.
5. In the ”Port:” field, replace the currently used port, by default 8080, with the desired port.
6. Click ”OK,” close the ”Site Bindings” window, and exit IIS.
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Figure 3.7: Changing the Port for Web App - User

3.9 Modification Communication Parameters forWeb Service - MQTT for
External Application

For more information on this functionality, refer to chapter 7.
Tomodify this communication, follow the instructions below:

1. Copy the ”config.xml” file to the Web Service installation directory inside the ”Config” folder lo-
cated in the same directory, by default C:\ProgramFiles(x86)\CAMOZZI\UVIX\WebService.

2. Open the copied ”config.xml” file in a text editor.
3. Modify line 19 by setting the value to 1 to enable MQTT, if it’s not already enabled.
4. Modify line 22 by replacing localhostwith the desired IP address.
5. Modify line 25 by replacing port 1883with the desired port.
6. Restart the service ”CamozziWebService” or the PC.

Figure 3.8: Changing the Port for Web Service - MQTT for External Application
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Installation
In this chapter, we will go through the installation procedure in detail, which includes two modes: a
basic mode that sets parameters to default values and an advanced mode that allows user customiza-
tion.
To start the installation, youwill need administrator privileges.
After that, follow the steps described in Chapter 4.1 if you want to perform the basic installation, or
follow those described in Chapter 4.2 if you prefer the advanced installation.

4.1 Basic installation

To perform the basic installation, follow these steps:
1. Ensure that the system requirements aremet and click ”Yes”, as shown in figure 4.1.

Figure 4.1: UVIX requirements

2. Select the ”Basic” mode and click ”Next,” as shown in Figure 4.2.

Figure 4.2: Mode selection
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Chapter 4 Installation

3. Wait for the installation to complete, as shown in Figure 4.3.

Figure 4.3: Installation

4. Click ”Ok” to confirm the installation of Fast Mode, as shown in Figure 4.4.

Figure 4.4: Fast Mode installation

5. Click ”Next >” to begin the installation, as shown in Figure 4.5.
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Chapter 4 Installation

Figure 4.5: Start of Fast Mode installation

6. Click ”Next >” to confirm the components youwant to install, as shown in Figure 4.6.

Figure 4.6: Select Fast Mode components

7. Click ”Install” to start the installation, as shown in Figure 4.7.

Figure 4.7: Launch of Fast Mode installation
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Chapter 4 Installation

8. Click ”Finish” to complete the installation of Fast Mode, as shown in Figure 4.8.

Figure 4.8: End of Fast Mode installation

9. Select whether you want to restart your PC immediately or at a later time and click ”Finish,” as
shown in Figure 4.9.

Figure 4.9: Restart options

10. Click ”Ok”andafter the restart, remember to clear thebrowser cache (browsinghistory), as shown
in Figure 4.10.

Figure 4.10: End of installation
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Chapter 4 Installation

4.2 Advanced Installation

To perform the advanced installation, follow these steps:
1. Ensure that the requirements aremet and click ”Yes,” as shown in figure 4.11.

Figure 4.11: UVIX Requirements

2. Select the ”Advanced”mode and click ”Next,” as shown in figure 4.12.

Figure 4.12: Mode Selection

3. If youwant to change the destination folder, then click ”Next” after that, as shown in figure 4.13.
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Figure 4.13: Select Destination Folder

4. If the folder already exists, confirm that youwant to proceed by clicking ”Yes,” as shown in figure
4.14.

Figure 4.14: Confirm Destination Folder

5. Specify whether youwant to create a shortcut and click ”Next,” as shown in figure 4.15.

Figure 4.15: Create Shortcut

6. Verify the installation settings and click ”Install,” as shown in figure 4.16.
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Figure 4.16: Installation Settings Summary

7. Wait for the installation to complete, as shown in figure 4.17.

Figure 4.17: Installing

8. Specify if youwant to install IIS (Internet Information Services), theWindows component respon-
sible for managing theWebApp.
Type ”y” to confirm or ”n” to decline and press Enter, as shown in figure 4.18.

Figure 4.18: IIS Installation
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Chapter 4 Installation

9. If you have decided to install IIS, wait for it to finish, and press any key, as shown in figure 4.19.

Figure 4.19: IIS Installation Completion

10. Specify the port for theWebApp youwant to use.
Type ”y” and Enter for thedefault port (8080), or type ”n” and Enter, followedby your desiredport
and Enter if youwant to customize it, as shown in figure 4.20.

Figure 4.20: WebApp Port Configuration

11. Wait for the configuration to finish, and press any key, as shown in figure 4.21.

Figure 4.21: WebApp Port Configuration Completion

12. Accept the terms and click ”Install” to install the Microsoft Visual C++ 2019 Runtime package, as
shown in figure 4.22.
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Chapter 4 Installation

Figure 4.22: Microsoft Visual C++ 2019 Runtime Installation

13. If the package is already installed, click ”Close” to close the error message that appears and con-
tinuewith the installation of other packages, as shown in figure 4.23.

Figure 4.23: Error Message if Already Installed

14. Wait for Windows updates to be checked, as shown in figure 4.24.

Figure 4.24: Windows Updates

15. Click ”OK” to confirm the installation of Fast Mode, as shown in figure 4.25.
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Figure 4.25: Fast Mode Installation

16. Click ”Next >” to start the installation, as shown in figure 4.26.

Figure 4.26: Start of Fast Mode Installation

17. Click ”Next >” to confirm the components youwant to install, as shown in figure 4.27.

Figure 4.27: Select Fast Mode Components
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18. Click ”Install” to start the installation, as shown in figure 4.28.

Figure 4.28: Launch of Fast Mode Installation

19. Click ”Finish” to complete the installation of Fast Mode, as shown in figure 4.29.

Figure 4.29: End of Fast Mode installation

20. Select whether you want to restart your PC immediately or at a later time and click ”Finish,” as
shown in figure 4.30.
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Figure 4.30: Restart Options

21. Click ”OK”andafter the restart, remember to clear thebrowser cache (browsinghistory), as shown
in figure 4.31.

Figure 4.31: End of installation

5000024829 Ver 1.1 Camozzi Automation S.p.A. 24



Camozzi USB Gateway
In this chapter, wewill take a detailed look at all the features of the Camozzi USB Gateway (Figure 5.1),
a component that is responsible formanaging communicationbetween Camozzi devices connected via
USB connection and the FEP (Fieldbus EtherNet/IP).

Figure 5.1: Camozzi USB Gateway
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5.1 Main Screen

1
2 3

4

5 6 7

Figure 5.2: Main Screen

1 Toolbar: for managing all the functionalities of the USB Gateway, Chapter 5.2.
2 USB Gateway Commands: to start or stop the USB Gateway and open thewebApp, Chapter 5.3.
3 Status: indicates the status of the USB Gateway, Chapter 5.4.
4 Open COMs: List of devices currently communicating, Chapter 5.5.
5 Main Page: status of connectionsmanaged by the USB Gateway, Chapter 5.6.
6 Wireless Configuration: wireless connection configuration, Chapter 5.7.
7 Mapping: mapping command, Chapter 5.8.

5.2 Toolbar

In the ”File” dropdownmenu, youwill find the following commands:
Hide: to hide the USB Gatewaywindowwhile keeping it active. Once hidden, you can reopen the
window by clicking on the icon in the taskbar at the bottom left of the screen.
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Exit: to exit the USB Gateway.

In the ”Tools” dropdownmenu, there are the following commands:
Settings, as shown in Figure 5.3: tomanage communication settings with other components.

FEP Address: the address of the FEPwith which to establish communication.
If it is installed on the same PC, you can automatically insert the local address using the ”Set
as localhost” command.
UVIX URI: IP address and port of the WebApp, used as the address for the ”Open UVIX” com-
mand, and can be automatically set to the local address using the ”Set default URI” com-
mand.
Fast Mode Address: the address of the Fast Mode towhich the USB Gatewaymust send data.
Fast Mode Port: the port of the Fast Mode towhich the USB Gatewaymust send data.
Test FastMode: by clickingon the command, you can check the statusof communicationwith
the Fast Mode (an indicator next to the buttonwill be green if active, red if inactive).

Figure 5.3: Settings

Ethernet Device Configuration, as shown in Figure 5.4: to manage and update Camozzi devices
that support this functionality via an Ethernet connection.
See Chapter 5.9 for details.
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Figure 5.4: Ethernet Device Configuration

Device Firmware Upgrade (USB), as shown in Figure 5.5: to manage the USB-connected Camozzi
devices that support this functionality.
To determine if the device youwish to connect supports this functionality and for detailed proce-
dures, please refer to the product’s user andmaintenancemanual.

Figure 5.5: Device Firmware Upgrade (USB)
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UVIX Logs, as shown in Figure 5.6: allows you to export the logs of the USB Gateway within a
specific time frame, specifying the start and end dates.
This datamay be requested by Camozzi Service after a request for support.

Figure 5.6: UVIX Logs

In the ”?” dropdown menu, there is the ”About” command, as shown in Figure 5.7, which displays in-
formation about the USB Gateway.

Figure 5.7: USB Gateway Information

5.3 USB Gateway Commands

Figure 5.8 displays the commands for the USB Gateway to manage its state (visible through the status
bar described in Chapter 5.4) and to open theWebApp.
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1

2

3

Figure 5.8: USB Gateway Commands

1 Start Gateway: starts up the USB Gateway, allowing data transmission between devices and other
components.
2 Stop Gateway: stops the USB Gateway, blocking data transmission between devices and other com-
ponents.
3 Open UVIX: opens the WebApp in the default browser. The address is configured in the ”Settings”
commands shown in Figure 5.3.

5.4 Status

The ”Status” bar indicates whether the USB Gateway is currentlymanaging data transmission between
various devices.
Figure 5.9 shows the two possible states.

1

2

Figure 5.9: USB Gateway Status

1 Data transmission is active, and the address of the FEP it is communicatingwith is indicated.
2 Data transmission is blocked.

5.5 Open COMs

In the ”Open COMs” window, the devices that are communicatingwith the USB Gateway are listed.
For each of them, the COM number and the serial number of the device (the unique number assigned
to each Camozzi device) are indicated.
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Figure 5.10: Open COMs

5.6 Main Page

The Main Page displays information related to open communications.
In Figure 5.11, an examplewith two connected devices is shown.

1 2

3 4

Figure 5.11: Main Page

1 Virtual COMs Available: Similarly towhatwas described in Chapter 5.5, the devices that are commu-
nicatingwith the USB Gateway are listed here.
2 TCP Connections: The connections between the USB Gateway and the FEPs that are open are listed.
For each of them, the COM and the IP address with Port of the FEP it is communicating with are indi-
cated.
3 Data Received from USB Devices (Virtual Ports): This section displays messages received from the
connected devices and transmitted to the FEP.
4 Data Received from FEP: Messages received from the FEP and transmitted to the devices are shown
in this section.

5000024829 Ver 1.1 Camozzi Automation S.p.A. 31



Chapter 5 Camozzi USB Gateway

5.7 Wireless Configuration

In theWirelessConfigurationwindow, youcansetparameters for thewireless communicationofCamozzi
devices in which it is present.
Thiswindow is structuredwith fields for displaying andentering parameters and commands, and these
fields, in order to function, require you to select the device from the list of open COMs (Chapter 5.5).

1 2

3

4 5
6

7

8

Figure 5.12: Wireless Configuration

1 AP SSID: The SSID of thewireless network towhich the device should connect.
2 AP Password: The password of thewireless network towhich the device should connect.
3 Show/Hide password: Allows you to show or hide the password of thewireless network.
4 FEP Address: The IP address of the FEPwith which the device should communicate.
5 FEP Port: Indicates the port of the FEP with which the device should communicate; this field is not
editable.
6 Clear Fields: A command to clear all editable fields.
7 Read Parameters: Reads the parameters of wireless communication from the selected device.
8 Write Parameters: Sends thewireless communicationparameters entered in the fields to thedevice.

5.8 Mapping

In the ”Mapping” section, you can send themapping command to Camozzi modular devices.
To determine if the device you wish to connect supports this functionality and for detailed procedures,
please refer to the product’s user andmaintenancemanual.

1

2

Figure 5.13: Mapping
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1 ”RequireMapping” Command: Button for sending themapping command. Before sending this com-
mand, you need to select the device from the list of open COMs (Chapter 5.5), and the button is active
only if this functionality is supported.
2 General Information: Some general information about the mapping procedure is provided in this
window.
For detailed descriptions and the procedure, please refer to the user and maintenance manual of the
device.

5.9 Ethernet Connection

Through this window, you can manage Camozzi devices that support connection to UVIX via Ethernet.
The PC’s IP address must be static.

5.9.1 Ethernet Configuration Section

Once opened, the ”Ethernet Configuration” sectionwill appear as shown in Figure 5.14, where you can
manage the communication parameters of the device.

5000024829 Ver 1.1 Camozzi Automation S.p.A. 33



Chapter 5 Camozzi USB Gateway

1
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Figure 5.14: Ethernet Device Configuration - Configuration Section

1 Dropdownmenu to select the network cardwhere the device is connected.
Once selected, an automatic scanwill start.
If the correct one is already selected, you need tomanually start the scan using the ”Scan” command.
2 Devices identified by the scan performed on the selected network port.
3 IP address and subnet mask of the selected device from those identified.
4 Command to set the IP address and subnet mask of the selected device.
Using the ”Store Setting” option, you can save the parameters permanently.
5 Resets the configuration parameters of the selected device.

5.9.2 Connection Parameters

Through the ”UVIX Parameters” section, you canestablish communicationbetween thedeviceandUVIX,
as shown in Figure 5.15.
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Figure 5.15: Ethernet Device Configuration - Parameters Section

To start communication, select the desired device in the ”Devices” list, enter the UVIX IP address in the
”Uvix Address” field (the system will suggest one based on the selected network card), and click the
”Start Communication” command.

5.9.3 Firmware Upgrade

Through the ”Firmware Upgrade” section, you can update the device’s firmware, as shown in Figure
5.16.
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Figure 5.16: Ethernet Device Configuration - Firmware Upgrade Section

Formore informationon theprocedure, please refer to theuser andmaintenancemanual of thedevice.
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Web App
In this chapter, we will take a detailed look at the Web App, the component that allows the user to
access all the tools provided by the UVIX software through a simple and intuitive interface.

6.1 Login

Through anywebbrowser, it is possible to access theWebAppby entering the IP address and port num-
ber in the address bar, by default http://127.0.0.1:8080.
Once the correct address is entered, the login page will be displayed, where login credentials will be
required (Figure 6.1). Default credentials are listed in Table 6.1.

Figure 6.1: Login Page

Table 6.1: Default Users

User Username Password Permissions

End User enduser enduser View Only
Constructor user customer View andModify

6.2 Home Page

Once the credentials are entered, it is possible to access the home page.
As shown in Figure 6.2, various elements can be identified:
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Logo: In the top left corner, there are the Camozzi and UVIX logos.
Clickingoneither logoallowsaccess to theCamozziwebsite (https://en.automation.camozzi.
com/).
Devices List: On the left side, the Camozzi devices inserted in UVIX are listed (see Chapter 6.3).
Toolbar: In the top right corner, we find the toolbar formanaging theWeb App (see Chapter 6.4).
DeviceDetails: In the central part, information about the selected device from the list is displayed
(see Chapter 6.5).

Logo

Devices List

Toolbar

Figure 6.2: Home Page

6.3 Device List

In this section, all the devices inserted into UVIX are listed, and each device is associated with a color
based on its status (see Table 6.2).

Table 6.2: Device Color Codes

Symbol Color Status Description

Gray Not Connected Device is not connected

Green Operational Device is connected and has no alarms or warnings

Orange Alarm Device is connected and has at least one alarm

Red Error Device is connected, has at least one error, andmay
also have one or morewarnings

The devices are grouped into user-definable groups.
On initial startup, a default group named ”default group” is available.
The total number of devices and their status is indicated at the bottom of thewindow.
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Figure 6.3: Example of some devices in the default group and summary box

6.4 Toolbar

In this section, all the tools for managing theWeb App are presented.
: Symbol for adding new devices.

Setup: Menu for managing users, groups, devices, and checking the status of connections.
User: Menu for managing the user who has logged in, see Chapter 6.4.8.
Home: Command to return to theWeb App’s home screen.
About: General information about UVIX, see Chapter 6.4.9.

6.4.1 Adding a NewDevice

Once a new device is successfully connected, as illustrated in Chapter 2, a number will appear in the
upper right corner of the symbol for adding new devices (Figure 6.4).
This number indicates the devices detected by the software that have not yet been assigned.
Clicking on the symbolwill open awindow listing the serial numbers of the detected devices, and hov-
ering over themwith the pointer will display their family.

Figure 6.4: New Device

Clicking on the serial number of the device youwish to addwill open thewindow shown in Figure 6.5,
whichwill request the following information:

Name: The name of the device, to be entered as desired.
Device group: The group to which the device should be assigned. Clicking on the editable field
will display a list of available groups.
Visible/Hide: UVIX software does not allow you to delete an already inserted device, but it allows
you to hide it.
Through this field, you can set whether the device will be visible in the device list.
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Figure 6.5: Adding a new device

After making the necessary changes, click the ”Save” button to complete the operation or the ”Close”
button to cancel it.

6.4.2 User Management

Through the ”Users” command accessible from the ”Setup”menu, you can open the user management
interface.
It will display the user who has logged in and thosewith equal or lower permissions.
Within the UVIX software, users are differentiated based on their profile (Table 6.3) and permissions
(Table 6.4).
The profile regulates the ability to make changes to the parameters of connected devices, while per-
missions determine the ability tomodify UVIX software functionalities.

Table 6.3: Profiles

Name Description

End User View device parameters only
Installer View andmodify device parameters

Table 6.4: Permissions

Name Description

Manage registries Allowsmanaging users, devices, and groups
Manage command Allows sending commands to devices
Manage setup parameter Allows access to device configurationmenus

If youhave logged inwith thedefault profile ”user” andhavenot createdother users, youwill see those
shown in Figure 6.6.

5000024829 Ver 1.1 Camozzi Automation S.p.A. 40



Chapter 6 Web App

Add device

Manage profile

Figure 6.6: User Management Window

Using the button , you can create a new user.
Assignable permissions cannot be higher than thosewith which you logged in.
The profiles are listed in a table, with each column representing a characteristic.
Below the name, there is a field that allows applying a filter, and in the last column, there are buttons
tomanage the profile.

By clicking on , you can view the profile as shown in Figure 6.7.
After viewing, click the ”Close” command.

Name: User’s first name.
Surname: User’s last name.
Username: User’s login name.
Email: User’s email address.
Profile: Assigned profile from those listed in Table 6.3.
Disable: User’s status, ”True” if disabled or ”False” if enabled.
Permissions: Assigned permissions from those listed in Table 6.4.
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Figure 6.7: Profile View

By clicking on , you can edit the profile as shown in Figure 6.8.
Characteristics with the ”*” symbol aremandatory.
After making changes, click the ”Save” command to save them or ”Close” to cancel them.

Name: User’s first name.
Surname: User’s last name.
Username: User’s login name.
Email: User’s email address.
Profile: Assigned profile from those listed in Table 6.3.
Disable: User’s status, ”True” if disabled or ”False” if enabled.
Permissions: Assigned permissions from those listed in Table 6.4.
Password: Password to be used during login.
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Figure 6.8: Profile Modification

By clicking on , you can edit the unit of measure preferences, as shown in Figure 6.9.
After making changes, click the ”Save” command to save them or ”Cancel” to cancel them.

Figure 6.9: Modifica delle unità di misura

6.4.3 Device GroupManagement

Through the ”Device Groups” command accessible from the ”Setup” menu, you can manage device
groups that can be defined by the user.
At the first launch, there is a single group named ”default group”.
Accessing the device groupmanagementmenuwill display thewindow shown in Figure 6.10.
Each column represents a characteristic, and below the name, there is a field to apply a filter.
In the last column, there are buttons tomanage the profile.
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Add devices group

Manage devices group

Figure 6.10: Device Group Management Window

Clicking the command in the upper left allows you to open the window to add a new group, as
shown in Figure 6.11. The required information includes:

Name: The name of the group, which can be defined as desired.
Visible/Hide: As with devices, groups cannot be deleted, but they can be hidden. Select ”Visible”
tomake the group visible or ”Hide” to hide it.

After making the necessary changes, click the ”Save” command to save them or the ”Close” command
to cancel them.

Figure 6.11: Adding a NewDevice Group

By using the command, you can view the information of a device group, as shown in Figure 6.12.
After viewing, click the ”Close” command.
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Figure 6.12: View Device Group Information

Using the command allows you to modify the information of a device group, as shown in Figure
6.13. After making the necessary changes, click the ”Save” command to save them or the ”Close” com-
mand to cancel them.

Figure 6.13: Edit Device Group Information

6.4.4 Device Management

Through the ”Devices” command accessible from the ”Setup” menu, you can manage the devices in-
serted into the UVIX, as shown in Figure 6.14.
Each column represents a characteristic, and below the name, there is a field to apply a filter.
In the last column, there are buttons tomanage the devices.

Import device

Manage device

Figure 6.14: Device Management Window
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By clicking the button, you can import a new device from an external file.
Clicking it opens thewindow shown in Figure 6.15, where you can select the desired file.

Figure 6.15: Importing a Device from an External File

Using the command allows you to view the information of a device, as shown in Figure 6.16.
After viewing, click the ”Close” command.
The information includes:

Device Number: Serial number of the device.
Family name: Device family.
Name: User-assigned name of the device.
Devices group: Group of devices to which the device belongs.
Visible/Hide: ”Visible” if the device is visible or ”Hide” if it is hidden.

Figure 6.16: View Device Information

Using the command allows you to modify the information of a device, as shown in Figure 6.17.
After making the necessary changes, click the ”Save” command to save them or the ”Close” command
to cancel them.
The editable information includes:

Name: User-assigned name of the device.
Devices group: Group of devices to which the device belongs.
Visible/Hide: ”Visible” tomake the device visible or ”Hide” to hide it.
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Figure 6.17: Edit Device Information

Using the command allows you to save a desired device to an external file.
Clicking it opens the window shown in Figure 6.18, where you can give a name to the configuration
(the system suggests a default one), and then click ”Export” to finish the export or ”Close” to cancel the
operation.

Figure 6.18: Export Device Configuration to an External File

Using the save and import feature available in this menu, you can transfer a device from one UVIX to
another without it ever being physically connected.
The Export/Import functionality described in section 6.7 allows the transfer of a configuration to then
be loaded onto another device already inserted into the UVIX.

6.4.5 SlaveManagement

Through the ”Slaves” command accessible from the ”Setup”menu, you can view Slaves, which are sub-
devices that, togetherwith themaster or command device,make up amodular system (for example, a
valve island), as shown in Figure 6.14.
Each column represents a characteristic, and below the name, there is a field that allows you to apply a
filter.
The available characteristics are:

Devices Group: The group of devices to which the Slave belongs.
Device: The command device towhich the Slave is connected.
Position: The connection position of the Slave.
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Slave Family: The family of the Slave.
Name: The name of the Slave, an editable field. With a double click and if it is empty, the family
name is taken.

Figure 6.19: Window for Viewing Slaves

6.4.6 Management of Exported Configurations

Through the ”Configurations” command accessible from the ”Setup” menu, you can manage the con-
figurations savedwithin UVIX, as shown in Figure 6.20.
This window is part of the tools for managing the ”Export/Import” feature.
For more information, please refer to Chapter 6.7.

Import configuration

Manage configuration

Figure 6.20: Window for Managing Configurations
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Using the button, you can import a configuration.
Clicking on it opens the window shown in Figure 6.21, where you can select the desired file, assign a
name, and optionally add a description.

Figure 6.21: Importing a New Configuration

By using the command, you can view the information of a configuration, as shown in Figure 6.22.
After viewing, click on the ”Close” command.

Figure 6.22: Viewing Configuration Details

Through the command, you canmodify the information of a configuration, as seen in Figure 6.23.
In this window, you can change the name, description, and select a new configuration file to import.
After making changes, click the ”Save” command to save them, or ”Close” to cancel.
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Figure 6.23: Modifying Configuration Information

By using the command, you can save a configuration to an external file.
Clicking it opens thewindowshown in Figure6.24,where you canprovideaname for the configuration
(the system suggests a default one), and then click ”Export” to complete the export, or ”Close” to cancel
the operation.

Figure 6.24: Exporting a Configuration

The command allows you to delete a configuration.

6.4.7 Checking the Status of Internal Connections

Through the ”Connection Status” command accessible from the ”Setup”menu, you can verify the status
of theWeb App’s connections with other components of UVIX, as shown in Figure 6.25.
In thewindow, connections with theWeb Service, FEP, and MQTT Broker (the component for Fast Mode
management) are listed.
For each of them, there is a dot that turns green if the connection is active or red if it is not active.

By using the button, you can refresh the status of the connections.
After updating, click the ”Close” command to close thewindow.
If some components are not functioning correctly, refer to Chapter 8 for troubleshooting.
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Figure 6.25: Status of Connections with theWeb App

6.4.8 User Menu

From the ”User” menu, you can access user management for the user with whom you have logged in,
as shown in Figure 6.26.

Figure 6.26: User Menu

The available commands are as follows:
Logout: Disconnects the user, exits the start screen, and returns to the login page.
UnitofMeasurePreferences: Opensawindowtomodify theunitofmeasurepreference, as shown
in Figure 6.9.
Change Password: Opens a window to change the password, as shown in Figure 6.27. After en-
tering the old password and the new one, click ”Save” to confirm or ”Cancel” to cancel.
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Figure 6.27: Window for Changing the Password

6.4.9 General Information about UVIX

By clicking on the ”About” command, you can access the window with the versions of UVIX, Web App,
FEP, Web Service, and Database.
Additionally, you can find the release date, a link to the website where you can find this manual, and
copyright information.

Figure 6.28: Windowwith General Information about UVIX

Particularly useful may be the UVIX version and the release date, which allow you to identify the soft-
ware version.
The other informationmay be requested by Camozzi Service in case of assistance.
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6.5 Device Details

Clicking on one of the devices in the list will display the information of the selected device or slave.
In Figure 6.29, you can see that the information is divided into two areas:

Status Information: General information about the device and commands to access the configu-
ration, as described in Chapter 6.5.1.
Details: Variables sent by the device, any alarms, and commands that can be sent to the device,
as described in Chapter 6.5.5.

Status Information

Details

Figure 6.29: Device Details

6.5.1 Status Information

In the Status Information section, as shown in Figure 6.30, the following information is provided:
1 An indicative imageof the selected device, and the frame color changes based on the device’s status
as indicated in Table 6.2.
2 A command to access the configuration of the selected device, as described in Chapter 6.5.2.
3 General information about the device, including:

Name: User-assigned name of the device.
Device number: Unique serial number of the device.
Family name: Device family.
Subtype: Device subtype.
Firmware: Installed firmware version.
Last data transmission: Date and time of the last message received from the device.
Device status: Device status, as listed in Table 6.2.
Operational status: Operational status, as listed in Table 6.5.
Connection: Connection status with UVIX, green if connected, otherwise gray.

4 General information about the communication protocol.
This menu is visible only if the device has a communication protocol.
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FieldBus: Name of the communication protocol.
Link status: Communication status, green if active, red if not present.
SetupFieldBus: Commandtoaccess theconfigurationof thecommunicationprotocol, asdescribed
in Chapter 6.5.4.

1

2

3

4

Figure 6.30: Status Information Section

Table 6.5: Operational Status

Status Description

Init The device has just powered on and is performing internal startup oper-
ations.

Configuration Thedevice is in theprocessof configuration,waiting forparameters from
the controller (typically a PLC) or from its internalmemory basedonhow
it has been set up.

Work The device is functioning correctly and receiving commands from the
controller.

Manual The device is functioning correctly, but commands are received from
UVIX.

Warning The device has at least one alarm.
Error The device has at least one error andmay also have one ormore alarms.

6.5.2 Device Configuration

Through the ”Configuration” command, accessible from the ”Status Information” section, you can open
the configuration page of the selected device.
This page is specific to the device andmay vary depending on the type.
An example is shown in Figure 6.31.
For more information, refer to the product manual.
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1 2 3 4 5 6

Figure 6.31: Configuration page of a digital input module

At the bottom of the page, there are commands for parameter management:
1 Reset: Resets the device’s parameters to default values, including those in the communication pro-
tocol configuration page (Chapter 6.5.4).
2 Copy to all: Copies the parameters of the selected slave to other slaves, provided they are connected
to the samemaster.
For more information, see Chapter 6.6.
3 Save to all: Saves the parameters to all slaves connected to the samemaster.
For more information, see Chapter 6.6.
4 Save on PC: Internally saves the device’s configurationwithin UVIX.
5 Send: After making changes to certain parameters, it sends them to the device.
The changes are not permanent.
6 Save on the device: Permanently saves the previously sent changes on the device.
To prevent undesired behavior due to external commands received while modifying one or more pa-
rameters, the devicemust be inmanual mode.
If it is not already inmanualmodewhen accessing the configuration page or attempting to send a new
parameter, a warningmessagewill appear as shown in Figure 6.32.

Figure 6.32: Manual Mode Request Page
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For some devices, the ”Fast Mode” is available on this page.
This mode increases the transmission frequency of certain variables and provides commands in the
same area to assist users during commissioning.

Figure 6.33: Fast Mode

6.5.3 Commissioning

Throughthe”Commissioning” command, accessible fromthe”Status Information” section, youcanopen
the page for commissioning the selected device.
This page is specific to the device andmay vary depending on the type.
An example is shown in Figure 6.34.
For more information, refer to the product manual.

Figure 6.34: Commissioning page of a DRVI
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6.5.4 Communication Protocol Configuration

Through the ”Setup FieldBus” command, accessible from the ”Status Information” section, you canopen
the communication protocol configuration page.
This command is visible only if the device is equippedwith a fieldbus, and the parameters vary depend-
ing on the specific fieldbus.

1 2 3 4

Figure 6.35: Configuration page of a device with Ethernet IP protocol

At the bottom of the page, there are commands for managing the parameters:
1 Reset: Resets the device’s parameters to default values, including those on the device configuration
page (Chapter 6.5.2).
2 Save on PC: Saves the device’s configuration internally within UVIX.
3 Send: After making changes to some parameters, it sends them to the device; however, these
changes are not permanent.
4 Save on the device: Saves the changes permanently on the device.

6.5.5 Details

In the ”Details” section, threewindows are present:
Variables: Displays the variables sent by the device (Figure 6.36).
Alarms: Displays active errors and alarms (Figure 6.37).
Commands: Manages commands to the devices (Figure 6.38).
Errors History: Display a list of the latest errors (Figure 6.39).

The variables vary dependingon the connecteddevice; formore information, consult thedevice’sman-
ual.
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Figure 6.36: Variables window

In the ”Alarms” window, the following events are displayed:
Info i : An event that informs the user but does not compromise performance or functionality.
Warnings△! : Events that could affect performance but not functionality.
Errors ! : Events that could affect functionality.

Figure 6.37: Alarmswindow

In the ”Commands” window, you can view and send available commands, although somemay be hid-
den if the device is not in manual mode.
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Figure 6.38: Commandswindow

The ”Errors History” window displays a list of themost recent errors.

Next to the window name, there is the button to refresh the list; this list is automatically sorted in
descending order with each refresh, showing themost recent errors first.
Each item in the list provides the following information:

Event Name: name of the alarm. For more details, refer to the device’s manual.
Count Power On: number of times the device has been powered on at the moment the error oc-
curred. This number incrementswith each power cycle and indicates inwhich cycle the errorwas
generated.
Error Time: the time elapsed, expressed in milliseconds, between the power cycle indicated in
the previous column and themoment the error occurred.

Figure 6.39: Finestra Errors History
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6.6 The ”Copy to all” Function

This function allows you to copy the configuration of one slave to others that are compatible, provided
they are connected to the samemaster.
For copying, the system checks the family and subtype of other slaves, selecting only those that are
compatible, as indicated in Table 6.6.

Table 6.6: Compatibility for the ”Copy to all” Function

Family Subtype Compatibility Rules

Monostable 10mm Same family
Monostable 16mm Same family
Monostable 25mm Same family
Bistable 10mm Same family
Bistable 16mm Same family
Bistable 25mm Same family
Digital Inputs 8 channels Same family; if copied to a module with 16 inputs,

only the first 8 aremodified
Digital Inputs 16 channels Same family; if copied to a module with 8 inputs,

only the first 8 are copied
Digital Outputs 8 channels Same family; if copied to amodulewith16outputs,

only the first 8 aremodified
Digital Outputs 16 channels Same family; if copied to a module with 8 outputs,

only the first 8 are copied
Analog Inputs Thermocouples Same family and subtype
Analog Inputs Bridge Same family and subtype
Analog Inputs RTD Same family and subtype
Analog Inputs Voltage/Current Same family and subtype
Analog Outputs 2 channels Same family

To copy the configuration of a slave to others, follow these steps:
1. Access the configuration page of the slave youwant to copy.
2. Click on the ” 1 Copy to all” command in the bottom-left section (Figure 6.40).
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1 2

Figure 6.40: Example

After clicking the command, the softwarewill automatically perform a compatibility check and display
thewindow shown in Figure 6.41, listing the compatible slaves.

Figure 6.41: Window for the ”Copy to all” function

In the first column, you can select which slaves to copy the configuration to.
For each slave, the ID (auniquenumber to identify itwithin themodular device), family name, subtype,
and firmware version are visible.
Once you have verified the information, click ”Copy All” to perform the copy or ”Close” to cancel the
operation.
Finally, press the ” 2 Save to all” command in Figure 6.40 to save the new configurations permanently.
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6.7 The ”Export/Import” Function

The ”Export/Import” function allows you to export the configuration of a device and then import it onto
other devices.
This function differs from the device import and export function described in Chapter 6.4.4.
To access the commands for managing this functionality, open the configuration page of the device as
shown in Chapter 6.5.2.
After that, for non-modular devices, the commandswill be located in thebottom-left corner of thewin-
dow as shown in Figure 6.42, or in the central part for modular devices as shown in Figure 6.43.

Export/Import commands

Save command

Figure 6.42: Example of Export/Import commands for a non-modular device

Export/Import commands

Save command

Figure 6.43: Example of Export/Import commands for amodular device
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6.7.1 Exporting a Configuration

To export a configuration, click on the ”Export” command.
Once the window shown in Figure 6.44 opens, select whether you want to export the configuration
internally within the software (option ”UVIX”) or to an external file (option ”External File”).
In the first case, assign a name to the configuration and optionally provide a description.
In the secondcase, specify thename for the file thatwill begenerated (the systemwill suggest adefault
name).
Afterward, press ”Export” to complete the operation or ”Close” to cancel it.

Figure 6.44: Window for exporting a configuration

6.7.2 Importing a Configuration

To import a configuration, click on the ”Import” command.
Once thewindow shown in Figure 6.45 opens, selectwhether youwant to import a configuration from
within the software (option ”UVIX”) or from an external file (option ”External File”).

Figure 6.45: Window for importing a configuration

After selecting the desired configuration, a compatibility check table will appear.
In the case of a non-modular device, the table will contain a single row.
Formodular devices, therewill be one row for themaster and one for each slave present (Figure 6.46).
The information provided includes:

Family Name: The name of the device family.
Sub Type: The device’s subtype.
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Firmware: The device’s firmware version.
Compatibility: The compatibility result, ”yes” if compatible and ”no” if not.
Slave ID: The slave’s ID, a unique number for identificationwithin themodular device.

Figure 6.46: Window to check compatibility of amodular device

By clicking the ”Check compatibility” command, the software initiates a compatibility check according
to the rules in Table 6.7.

Table 6.7: Compatibility for the ”Import” function

Family Subtype Compatibility Rules

Serial D Series D1 Series Same family and communica-
tion protocol

Serial D Series D2 Series Same family and communica-
tion protocol

Serial D Series D4 Series Same family and communica-
tion protocol

Serial D Series D5 Series Same family and communica-
tion protocol

Continued
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Table 6.7 – Continued

Family Subtype Compatibility Rules
Serial D Series Standalone Series Same family and communica-

tion protocol
PRE Proportional Controller
Series

Size 1 Same family, subtype, and
control signal

PRE Proportional Controller
Series

Size 2 Same family, subtype, and
control signal

Multipolar D Series D1 Series Same family
Multipolar D Series D2 Series Same family
Multipolar D Series D4 Series Same family
Multipolar D Series D5 Series Same family
Open Frame 2-Way Open Loop Flow Same family, subtype, and

control signal
Open Frame 3-Way Open Loop Flow Same family, subtype, and

control signal
Open Frame 2-Way Closed Loop Flow Same family, subtype, and

control signal
Open Frame 3-Way Closed Loop Flow Same family, subtype, and

control signal
Open Frame High-Flow 2-Way Pressure Same family, subtype, and

control signal
Open Frame High-Flow 2-Way Flow Same family, subtype, and

control signal
Open Frame 2-Way Closed Loop Pressure Same family, subtype, and

control signal
Open Frame 3-Way Closed Loop Pressure Same family, subtype, and

control signal
Open Frame Single-Acting Non-Analog Po-

sition
Same family, subtype, and
control signal

Open Frame Double-Acting Master Position Same family, subtype, and
control signal

Open Frame Double-Acting Slave Position Same family, subtype, and
control signal

Open Frame Single-Acting Analog Head Po-
sition

Same family, subtype, and
control signal

Open Frame Single-Acting Analog Expan-
sion Position

Same family, subtype, and
control signal

DRVI Drive Stepper Motor Drive Same family and subtype
DRVI Drive Brushless Motor Drive Same family and subtype
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If nodevices are compatible, the import is not possible, andonly the ”Close” commandwill be available
to end the operation.
If one or more devices from the table are compatible, the ”Import” command will be available to im-
port the configuration to those devices.
Click the ”Import” command to proceed with the import, or the ”Close” command to cancel the opera-
tion.

Figure 6.47: Result of the compatibility check of amodular device

Once the configuration is imported, it is not saved automatically on the device, allowing the user to
visually verify andmake further changes.
At the end, click the ”Save” command for modular devices (Figure 6.43), or ”Save on device” (Figure
6.42) to permanently save the changes.
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MQTT for External Applications
In this chapter, wewill take a closer look at the implementedMQTT communication, which, if enabled,
allows you to senddatamanagedbyUVIX toanexternal application createdand customizedby theuser
according to their needs.
The MQTT protocol is based on the publish/subscribe model, which means that the following compo-
nents must be present:

Publisher: the sender of messages that ”publishes” them by creating ”topics.”
Subscriber: the recipients who receivemessages by subscribing to one or more ”topics.”
Broker: amessage handler responsible for receivingmessages from the publisher and delivering
them to subscribers who have subscribed.

As shown in Figure 7.1, UVIX, specifically theWeb Service, acts as a publisher and creates topics inwhich
the variables of the connected devices are contained.
To provide maximum flexibility, the choice and configuration of the broker and subscribers who will
subscribe to the topics remain the responsibility of the user so that they can be customized for the ap-
plication.

Figure 7.1: MQTT Network Structure

7.1 Communication Configuration

To configureMQTT communication, you need to copy the ”config.xml” file to the installation path of the
Web Service inside the ”Config” folder located in the same directory.
By default, the path is C:\ProgramFiles(x86)\CAMOZZI\UVIX\WebService.
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As shown in Figure 7.2, once you’ve copied the file, you can edit the various configuration parameters
listed in Table 7.1 using a text editor.

Figure 7.2: Configuration File for MQTT Communication

Table 7.1: Parameters for MQTT Communication

Parameter Line Number Description

MqttOn 19 Enable MQTT communication
0: Disabled, default value
1: Enabled
2: Reserved

MqttConnectionHost 22 IPaddresswhere thebroker is installed, keepas ”lo-
calhost” if on the samemachine as theWeb Server

MqttConnectionPort 25 Broker communication port, typically the default is
1883

MqttClientId 28 Publisher’s identity, keep the default value
MqttTopicPrefix 31 Prefix used to compose the topic name, see Chapter

7.2.
MqttReadClock 34 Reserved

5000024829 Ver 1.1 Camozzi Automation S.p.A. 68



Chapter 7 MQTT for External Applications

7.2 Topics

Topics are identifiers for types of messages.
By subscribing to one ormore available topics, a subscriber can choose to receive only themessages of
interest to them.
The names of topics are composed by concatenating two fields:

Prefix: set through the ”MqttTopicPrefix” parameter in the ”config.xml” configuration file of the
Web Service, as discussed in Chapter 7.1.
Devices Group: the name of the devices group set within the Web App, as discussed in Chapter
6.4.3.

By constructing them in this way, a topic is available for each group of devices.

7.3 Message Structure

Once the communication is correctly configured, theWeb Service publishes amessage every time it re-
ceives a variable from a device.
Configuration parameters, commands, and fast variables are not transmitted.
Formore information on the available variables and their IDs, please refer to the device’s usermanual.
Below is an example of a message sent after receiving a variable with ID 6 from a ”RegP” type device
assigned to the ”MqttTestDevGroup” device group:
{”TS”: ”2020-04-07T09:10:25”, ”DevGr”: ”MqttTestDevGroup”, ”DevSerNum”: ”PRE00000000000321”,
”DevType”: ”RegP”, ”DevName”: ”DevicePRE 321”, ”SlvId”: 0, ”SlvType”: ”RegP”, ”SlvName”: ”De-
vicePRE 321”, ”VarId”: 6, ”VarVal”: ”413” }
Observing themessage, you can identify the following fields:

TS: Date and time of the sent message.
DevGr: Name of the device group towhich the device belongs.
If the device is not assigned to any group, this fieldwill automatically be set to ”Default Machine.”
DevSerNum: Serial number of the device.
DevType: Device family.
DevName: Device name.
SlvId: Device ID. In the case of a slave, itwill be an incrementing value starting from1, identifying
it within themodular device.
It will be 0 otherwise.
SlvType: Slave family.
If it is a master or a non-modular device, this field will have the same value as ”DevType.”
SlvName: Slave name.
If it is a master or a non-modular device, this field will have the same value as ”DevName.”
VarId: Variable ID, a unique name identifying the variable.
For the complete list, refer to the device’s user manual.
VarVal: Variable valuewithout conversions.
For more information, refer to the device’s user manual.
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Troubleshooting
In the following chapter, we will address the main issues that may arise during or after installation,
alongwith theprimary solutions that users can independently perform to resumeoperations as quickly
as possible.
If the problem persists, please contact Camozzi support via email at service.camozzi@camozzi.com or
by phone at +39 030 3792790.

8.1 USB Communication Absent

In this situation, the Camozzi device is powered, the USB cable is connected, and the Camozzi USB Gate-
way software is running, but the connected device is not appearing in the ”Open COMs” list (Figure 8.1).

Figure 8.1: Example of USB communication absent with a device

Open the devicemanager and try disconnecting and reconnecting the USB cable.
After that, one of the following situations may occur:

1. Thewindowdoesn’t update: The systemdoesn’t recognize any connecteddevice,which could be
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due to the cable or the USB connector on the PC or the device itself.
Try the test again with a different cable or a different USB port on the PC.
If the problem persists, contact Camozzi service.

2. The window updates, but the device isn’t recognized: If the device is functioning correctly, it
should appear as shown in Figure 8.2.

Figure 8.2: Virtual COM if the device is functioning correctly

If it appears as shown in Figure8.3, thedevice isworking correctly but is in reprogrammingmode.
Simply complete the procedure as described in the user andmaintenancemanual.

Figure 8.3: Serial if the device is in reprogrammingmode

8.2 Wireless Communication Absent

If the device is equippedwith awirelessmodule but is not communicatingwith UVIX, please check the
following:

1. Ensure that thewireless network is available, as even aweak signal can cause issues.
2. Verify that the access credentials, SSID, and password are correctly configured on the device.
3. Make sure the UVIX address on the device is set correctly.
4. Ensure that the IP address of themachinewhere UVIX is installed is static.
5. Check for any firewalls or antivirus software that may be blocking communication ports of UVIX,

as discussed in Chapter 3.2.
6. Access the services window and verify that the ”CamozziFEP” status is running (Figure 8.4).

If it’s not running, you can manually force it by accessing the same window with administrator
privileges.
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Figure 8.4: CamozziFEP Service

8.3 Device Not Visible in theWeb App

If the device does not appear in theWeb App, one of the UVIX components may not be functioning cor-
rectly.
Please check the following:

1. If the device communicates via USB, check its status from theUSBGateway as shown in Figure 8.5.
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1

2

3

Figure 8.5: Checking the USB Gateway Communication Status

1 If the status is not ”running” (green color), click on the ”Start Gateway” command next to it.
2 If the COM with the serial number of the desired device does not appear, the USB connection
is absent.
Follow the instructions in Chapter 8.1.
3 If the connection in the ”Tcp Connections” section is not visible, access the serviceswindowand
verify that the ”CamozziFEP” status is running (Figure 8.4).
If it’s not running, you can manually force it by accessing the same window with administrator
privileges.

2. Access the ”Connections Status” window within the ”Setup” menu in the Web App and check the
status of connections.
If they are all functioning correctly, they should be green, as shown in Figure 8.6.
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1
2
3

Figure 8.6: Checking Communication Status via Web App

1 Web Service: If the connection is not present, access the services window and verify that the
”CamozziWebService” status is running (Figure 8.7).
If it’s not running, you can manually force it by accessing the same window with administrator
privileges.

Figure 8.7: CamozziWebService Service

2 FEP: If theconnection isnotpresent, access theserviceswindowandverify that the”CamozziFEP”
status is running (Figure 8.4).
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If it’s not running, you can manually force it by accessing the same window with administrator
privileges.
3 Fast mode: If it’s not functioning correctly, you need to uninstall and reinstall UVIX.

8.4 Login Failed

In case you are unable to log in to the Web App, an error message with a description of the possible
causewill appear, as shown in Figure 8.8.

Figure 8.8: Login Failed

The error messagesmay appear in the following cases:
Incorrect username or password: Verify that the credentials are correct, paying attention to up-
percase and lowercase letters.
Refer to Chapter 6.1 for details.
Unable to contact the login server: Access the serviceswindow and verify that the ”CamozziWeb-
Service” status is running, as shown in Figure 8.7.
If it’s not running, you can manually force it by accessing the same window with administrator
privileges.

8.5 Web App Not Visible

In case theWeb App is not visible, the causes could be one of the following:
The address is incorrect, by default it is http://127.0.0.1:8080/.
If an error message appears as shown in Figure 8.9, there is an issuewith the access port.
Follow the steps described in Chapter 3.8 tomodify it.
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Figure 8.9: Error Accessing theWeb Page

If an error message appears as shown in Figure 8.10, open the Internet Information Services (IIS)
as shown in Figure 8.11.
Open the ”Sites” folder, select ”WebApp Remote Control,” and click the ”Start” command in the
”ManageWebsite” menu.

Figure 8.10: Web Page Not Reachable
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WebApp Remote Control

Start

Figure 8.11: Internet Information Services (IIS)

8.6 Malfunction of One or More Components

Another cause of issues, but one that is more complex to identify, is the lack of necessary permissions
for proper functioning.
As seen in Chapter 3, UVIX components use various communication ports, and during installation, they
are automatically added to the default Windows firewall.
However, this does not happen if third-party antivirus or firewalls are present.
In such cases, the user must manually add permissions for all the necessary ports.

8.7 Not Covered in Previous Sections

If the issue is not among those previously listed, one of the UVIX components may not have been in-
stalled correctly.
Try uninstalling the software and then reinstalling it.
If theproblempersists, pleasecontact Camozzi supportat theemail address service.camozzi@camozzi.com
or by phone at +39 030 3792790.
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